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BEE: BidRAER

AR AN RAE N AL B S  IE BT AR 2 e )5, R A3 KE AN A4
LB

EIUE: £T Bayes HiEH N AL IE

T P EL R DL (Bayes) 2R HE MR AF Z S K BE BT B 0 Sk AR E SCHERT 20 B, A5 Y
{HL RAEAG T 5, 0004 15 AR i A 5,4 @ R S I, 2575 UG i SPAM*** <K 41
RMEHE 7, /502 B A BRI, R 9, /42 HatMER. X1 LA SPAM
ric SIS P T DUE S i AR B webmail 1 e ) A7 B — AN S, s B
AN TC R IR -

2. WIRAFSIE, AZEFIRTLE

SR RG L FRTET 1, SRR BN IR B H 30 5E N SRw TRk
o H TS AT RGN R T

* [1]Trend's InterScan VirusWall Virus scanner

* [2]Sophos's "sweep" virus scanner

* [3]H+BEDV's antivir scanner

* [4]Kaspersky's AVPLinux scanner

* [4]MacAfee's (NAI'S) virus scanner

* [5]Command's virus scanner

* [6]F-Secure Anti-Virus scanner

* [7]F-Prot Anti-Virus scanner

* [8]InocuLAN Anti-Virus scanner

* [9]Clam Antivirus - an Open Source antivirus scanner

* [10]RAV Antivirus

* [11]Central Command's Vexira antivirus scanner
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* [12]Sophie: Daemon front-end to Sophos Sweep
* [13] Trophie: Daemon front-end to Trend iscan

3. mEMHUL. RETY RN

St GO RG] LA IR S5 A B RGN BT 0 P AR R G A )
RE—b . mEBLIAL R BC T R, SO RG D OB, AT GER R, i1
feftpbe . P AEERAE, BT LUSATAE— B RS as L, ST B TAEAN R I HLE: L
SEH e AN T IR RS T BE o WRT L, B — FRBLHGATT LUFHR 2 AEAN ] (R 55
v FIEAT S A, DR AR G R AR ity 2R 7 (A A S A il o IR 44 Bl ¢
FERHL P AT LR 2GS M. IR G R Wi, T A TG4 TH M- 1 . fi%
Z ] LLSCRF2DLT T BB

LURNEIN
10 JTHI B ik 55 4%
[
\ 4 ¢
20 JTH A4 ik 55 4% UNISIE e
|
\ 4 v
50 JTH IS Hle 55 4 e RS54
[
\ 4 ¢
100 JiH Smtp k%% Pop Hlu%s %%
Y Y
1000 J5 17+ Smtp1 Smtp2 SmtpN Popl Pop2 PopN

4. M lucence HA, WHREBHEIKR

FEMSAEA SR R TT 1, B WA RGBT R T lucence 50K, ST AKEE )5, BEH
LR RATN S LR WEPFIESC WEPERE 42, X0 H AT A AR RO RGBT BT V. 534,
A R WS AF4 SOR AN 2 B WP ) 18 2 (LT, L7 B, 2 R i 1) A 2
BRI, JRBIN IR AR e L =2 R AA

5. BAAEBAR
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SO R G/ N ZL (80025 745D fRIERGUBITRIE . 7T 4E;
6. TRBETELE. FHBOEBAR

2R R PR BN AS T, w] LIRS P 4% 1715 o A B WL GE R B 32, LRAIE s A0 B
3563 3 55 T 100% [ %75 5 A1 FH 5
7. ZFEHRNERBEERSZ

Windows NT/2000/XP/2003, Linux, Solaris, Aix
8. TRERAFUEIIL

MY SMTP. ESMTP. POP3. IMAP. LDAP. MIME. DNS. UUCP %;
24 SSL. PGP. VPN. DES %
1ifitHAR: SAN. NAS. NFS %

9. SXfFEWRBEELRBIEE

KABHEE: SCFF Oracle. Mysgl. Sybase. SqlServer. DB2 %:%#i % .
(FE: jdmail 230 BRIA SCRESCARRT MySQL. 2 Bt /7 fite bt 30, SRk L e B0 g 75 2l %
GEINEGT G

FI sk Bd )4 LDAP
10. A IFATALEE

RGRBSA BT B R ERENE, R GERA MY etk MO RS
HEPFRS (Webmail) F 480 LUSATEAN R B ENLE, AT DOREERAF I AN R, i ki
JEDRRINTIR oo N IS R 2282 NS DA - 87 s 1 e oo N [ 5 8wl o B 7 755
AT EE RGN TR . W ZE, B FHGE o] DU IR AEAN R (K e 55 #3217,
SEOLA AT AH, DRI AR G T LR Al 75 SR 1K) A PR R AT R 1

PR AR BT SCRF IR T AT BRI RS I o HEX R 45 (1 R g n] LLSCRFBL I T BL B
I o d 35 44 K Hotmail it i B R (it 2 S HLas o A ORI #1100y 58, HRTH
JUC LA TN 3000 Jy o I BRI, AEE i RENS AR A BRI OT IR AR L R
ANAE Ak o ARYE TR R B, 28 7 T LR R G DR DL, AR 55 5 Ji wa SRR A
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2%, FMARZUUXHF LA ZLETARAF.
11. M7 RAF AbEE

M AN R SRS, HEPE B 51 AL BRI BB 1K A7 AR R X N - RG0KS
AR SR SoAh AR IEH 0 S AN R G F 55, BRI HERR, R8T I A7 1 A4 4k 4
AT,
12. Bi¥g Webmail RELS5H 0 MTA REH S

i Webmail REESZ0 RGN, HRGHA REFRIERNE 2ty .
HEPFAZ O R G i Webmail RGN 2, WEPEHT P ANBE E VT [ IS0 R S8 T &
GE R AF R, 3278 T R LR B F A% 0 3R G BE RS K i i T, K B AR 2R Gl e 1)
M o

I35, BEAIEE R A MRS 55 AR 3878 R i) DA SIS OB A i Webmai 1 R
hRg. JFar LLE 5800 Webmail 2840 EHLSRICE 5 (1) Web 15 0] S28RE ST «

13. SRBRHEHIREMN B AAER A

R P BRANIE T NS R B G, B IS E IR AR, M R
A LB M PE R G R AT YR, R A AT AR . L, BV 7 A R 2R
P K IIBUE, R G AR BE LUAR PR IR R U7 ) P BEAT S RO B0k, 0l i - AT
M,

14. PURHERSFIKEA

ARG 3 A AT AP ACKE MR 55 H W U [ 2 B AR PR P, AR IR 55 i 2 i 55
R AN R, ARG AR S AR RENS A, JF HLARAE Wi g% 2 10 A, BRI,
FRR AR AZ IR 25 L5 R A B AN (Bt i, AR GEHEPH A SRS PR AT AE
BAINZEA7, MRS E TG, HFASIE k., AL S EUELEAPEAFIRIF K.

15. HRIAFLZEEERA

Jindi® Mail 3L TR REIR I IR A, i K o AT S E PR internet b (937 B2
FHIE, RARER REVUN SIS ME LR, TS A B0l T-70, BSR4 114h. IR
SN I R G SO IR AR AN IR A 875 1 R A P kA i SO o AN i 1 R G e A T I K B
T RGP TAERE . RN RGIEK P AL FIREF AR, M Bk B %% mAT N, Bk
A KN N TR . (41 Hotmail 3832 i B0 S S B8R 48 FHAER A e K
MXEFBO

16. KAXE

FE— SRR 2R G0 T LA R 20 E 0 B, HEde—6& 486 — R LAgALEE L
20 JTEEE, R SCRFIFAT RGOS . SCREIBAF AT RO, RN AT AP K2y 200 EH#EAF. SR
QMTP(Quick Mail Transfer Protocol) i TdE fil 4 (1) $5 2
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Jindi® Mail 371 ) Bob 12 2 m Pk e 10 MYSQL Bt E, R MYSQL $odis 17
JERR L 2 A PSRRI C AR Uy 1] AOARE R, ORIUE T ARG8T UG b5 7 (1 H P R 21 i 5 50
(RTHIAr TBOIR 5545 55 e 5 100 P ISR, A S A 2R G A B AT P B U IR PR B R i, W A2
K R )

18. =&t

ST I RS Z A TS . OA TiHY, LA REHeBTIIREN
TP R . ZaVE S AT 5T -

19. ERFRSGZOZERTT

PRGN ALK H BT R B AN MTA S I R GEARHERR . iR MTA
KH CICHIFR, R R R R LD, (ERE MBI, WA AP A BARATIR
2 LR MTA,  (HE ISR B S0P A E R 2 ORI e, B3 Tk
JEZGIE : WSAF NI BV KL, A AR IEE AL, A RERS BORT BT T R AN B AR Y
I WBAE N, A — R AR, 2 IPE N R AR B2 I3 J) . R R e A
MINZZ L, R AR PR B HIZ, MR GUR R R A RERF SO . 5835
ATXAS M R G i SR A BRIG, RERS SEEL DhRE i A BRI AU R N A28 R, R
RIS 5 imail . mdaemon S HE1F R S8 53 A& S webmail FEARAMF S, RHAIX
FERARGE, — BB, EAR) AR O BORRZ A, ARk, 2 E 2 BT
AT Ak ) £ SRR b Jo v ol XA R, A IR AL IR AT R . 9 5h—28)
%5 T gmail A1 postfix JTAMBIE RS, — B0 B L Saa i N, 1P RS %
JER T RESH AR 22 M T TFEAL D, 20 T 02 [AD 3 LASE 2, DR T IR 1 3%
G ARAMEAT KL R

D\ &SP R G TCPNP W4 L5z I smtp client & %R BRI A1 A 3650 Bl . 1R
LM RGEATGE , BB AT IR D), T 20 i 58I SO 2 ik () S 326 K H P s %
HELEAT . Ll netscape message server. exchange. domino mail server #/2ix /N5 K 55
J 55 15t o

2). I RGN ik clamav SAEES 1%, spamassassin S bz R HBAT 514, #R 2 RENS H 5)
TH S SEF T PR R SR SR R, 34 S BRI PA  BE 2 2] D RE, A B BT
DI oty S5 IS R A I 35 IS 1 6 2 0 3 S T U030 24 o A R S 9 i 37 3% R A
B, — It AT LABE AR, S Ah T, 0T E BRSSP R A H B
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peiEtI R BT RN R e it PGl i ey €N 2 AT Eiap ovas 3.l C ol i Fi = S AR i S 2 (S HIP
20. HFEBIUEREE A

HT 2 PKI-CA 122U, K FHFRAEN SMTP/SSL. POP3/SSL. S/MIME i,
ANy ZEBN. Ak NATE Internet LUk P RBEEIR TR K, ARIESS BARE 1K 2245 .
Jindi®mail B N % 22 4 PE RE Y 5

1) e
IS AL T30 A T vy i 58 P00 o 25 R fi s DA SIZ DR 0 i 1) O 2
2) YUY RE

MBI EC 2844 D SEBLRAT AAUEFIAS AT RS
AR [ B 26 A4 TR Pl P S DAL A A T A

3) BiEThhe
SERENERC I D RERIT 1145 B A% Far i A e B i
4) ViR PEfIZhhg

M 3 22 A A FACBATIEAS SR SEDU AP 9 S A AAIE, - 45 F P Rl 70 AN TR
A IG D RE o I 22 4= R AFARBENS W AF2EA T R 98 o

5) H&EMEH D6

W RHERGKRIWER ARG HE, AT h.
6) ETERIAE

FRALH P ER . SRR ARIE T 2h g

7)  JH RSA#BHPIH, SCRRbRUE PKI—CA R4

SO B R HE D AT (1 s Sk
SCRFZ R T &
KT T YIRS B PIAT 45 15 (R B AR &R
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21.

%

37
i o

STEHE. RE

FRR O B W A, URERC E DNS NANERIIELE IS5 2 ipy AN AR 55 4% 5K
R0 R B PR BEAE, A7 ol DURFA I 3T intranet N HIFA
AP AT BLE R WEB Jy U2 i P FBCA MR o I ) LUE I 3 5 2 B0 E BRI 9E

Fede bR, ABIRIE. pop WfF, BORHGER T FEA IR &AE R R, 1L
NFNZRECIEYEUBYSHIE-JICL R

22.

HEH RS

A DNS J 7] £ i)

AL R s R IEATR AN ] — ip B KIS EL

GRS RIWUG FISNRER 55, AT ARV i S i 22y X 2 i A A4
e SRS WA &

A Z) v FT S A e DA ST A T XA A A v, B T it AN 2 5 8l
R4y S B, AT X0 2 20 R I R A T RS e 42

A JR ek pE R

5 K11 S 3 3 B A 2

SER I H & T RE

R hae

MR 1 2R 48 MR 45 Th A

HH B DI fE

SEAA I KT RN

Bk, sso NI

IR 4 SCA R

HR A B4 44 A R A

R AR g 2R D e

SECEGESECESECRCNCORORSRONGNCORONCNS

M. Jindi®mail FEIjEE

—H e

pois N1 SN s NI U N /T == 9 DR

LG s o LB P 2R (R . B PG . R B, WERR, AP
BRBEE, E KA BRG], 5 2 Al R d i K PR il

2R3 P T AR SGEHE, — MM BR 22 AN s BB D 5P St — S Bk

B A R LIRS P 44 04 SR BRE  BOR A 4k s

AR AT LRSS 26 AN E RN, Al B DU S s HE P B3R ml LSS P
R N IR (SRR
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P gmBAE R MR N, BEE S R v BB BRIk
LT E M A4 . HELO 344 . B =il P4 &AL 2T ARl
A B HEN. 25 H smtp/pop3/imap Jik45

SE T BB R AR A . RS P B R ) AN P B 2 R IR

2B N nT IR TE HELO $44 . SV Beasim) . P3G 2E 0B 28 i
H AN 27555 smtp/pop3/imap, & 15 L Be R A A B4 P oS ) A H
J 5 2 LM AR

B ATLIRME RGN WA A 8 BRAA . WA 2 ISR/ e 3 gk R )
WS IE AT AT 4 RhahfE: . B R FR@ MBI ek AR AR . A3 [el 52— 3
H o SCHBA: o

A E AN BN S, % P F Outlook. Outlook Express. Foxmail % &bk /i
AILLAH @

5. N IR WM B 3 1R BT A7 FH P R A, — o B A

— I HuE
NICHIERE 7> Ay RGN S ARG 2 S bk 3
RGP AN R GG B RALEY, XARGNRIPTA R AT LU kg~ 3k
i A IR R LA

—HPHEH

GUE 4L, BRI Al g 4l SN 4l
LH P AR DIReA S T HE SR, g — N P A S T — N2 R . A4t —
ANEFERIIBAE, 4rX NMIF RAS, 4L a4
F s mr LA
2HPHAAMERE AP W ErE, s —2 ) AR a sk,
SERCR FZ R A NI AT, Fa 12 AU Balek A $ie e 2010 R AT N R S IFTIR 1,
LA AT LR LR

all Jir i 2F

domain [F]—3k ~ F = &SRR A

local HH &4t N #Lidk 1 s L:

auth JE ik FH P 58 IF J5 3% 1A 2

group LA A

R RN Wi: a@a.com
BT IRAFMBAFRIA, F8 7 &5 AE ] ALORAF MR s A
AT RPN L, F5 58 S A Sk RN A e i B 52 () 21 D s bl

o o
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RN, RIS I 5L, WA Z AT S <57 BT, 4Lk b nl FiE
BoAF o, Wl *@a.com #4447 acom FHFTEH)". al@a.com;a2@a.com £/
ZA At al@a.com 1 a2@a.com FAN .

—RERE

1L—RSHRE:

FI P AR R SOASORE, Bl e

B AR L

ARDTER: i B, BEE. R, Mk

WS N A5 26 500K 2273 X4 AA AT I 28 R T MO, B R 50

2 BB RS R GRE:

B KBRS EL: 25

B Z BRI R 480 F5

RFRBISE IS 16

AR kA
k7 A B MO . R
H AR IR 55 %% SMTP Hiuhik:
RAF N AE AL
RIEWAF T AMEH . LOGIN. PLAIN. CRAM_MD5
EIREZ

)

3.smtpfR & E:

Mg e nfLASRE 2 A 1P, BN S CERIA 25), 2l SSL/TLS
SMTP Wil f5 Bk & : BRIAh: jdmail SMTP Service ready
Ja ] SMTP B:3iF

SMTP %Kitk e K22l #: 5

I K SMTP RS2 : 16, fix knl #1024

Uity I e RARWT 4L 32, Ik 2048

I K RCPT fin4%: 16, K 128

K MTA Bk 5. 32

SMTP 2 G N 300 12

MR A 85 KRS : 102400K

SMTP M4 /N SeVFA7-ids 2% 1) «

SMTP 455/ SeVF AT

WA E SRV IR A A HL:

2T A 325 3 IS AT M bk sk 44 A7 A -

FOVFHBA e

b 5T 863 Bt [l = 4R A 903 (HNEH 23 5) www. mailer. com. cn -29 -



AR AR, %

AV VRFY s

AVF ETRN #r 4

VPRI RIEH

SMTP H1 4k i 5%

DNS Al%s#%

M E 1P R K 32
[ — IP e KIRII U [ % 32
R TE AN

A VFE ) nobody@root HIAH

4. POP3 & A B

BRg5 v s B0 4, 245 55 B SSLITLS
POP3 ¥Kilif KL:  jdmail POP3 Service ready
5 SR (] o 4 B

5 K POP lx g5 efe: 25, oA 1024

uiig 1 e KA 4. 64, 1K 2048

POP3 % 1 IEH N : 30 7

POP3 ik fpe K Ik EL: 5

POP3 Jlix %5 e /Mt HI I 7E:

— 3 BpIE— 1P ARV R L 32

[d]— 1P H KRl 7 W) £ 32

b eaar i ER

POP3 W5 Ik 55 AT IHIBG: 60

5. IMAP4 R4 22 1% B

W e S S, 2 i SSL/TLS
IMAP4 ¥ {5 L jdmail imap4 service ready
BRIy 5 Fp

K IMAPA g 55 26R%: 64, K 1024

uiig 1 e KARWT 4. 64, 1K 2048

IMAP4 2 Ff L I 30 B

— 3 BpIE— 1P VU R IR 32

[i]— IP e K[RIm 7 [ 4 32

HHbE: 15 F
B S RE)ZE D 2, Fek 32
AN BE I BA B HR AR AL IR R, BAHR AT D ANEE CINBRD .
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7. AL R %5
BRAELBLERE: 16

8. webmailZ=#%;

FVFIIR BRI BM, —1 FRORAR KA, 0 FomA VF AL AT
N RASEE I s BT E XfE. A O kA% LOGO, J5E B RGE4 PR copyright
SR BHWLUEHRZTHE . K&,

9. MySQL HIEFEMSHKE:
Mysql JRENFEFHK 4
Mysql Jilgsassthhl (1P Hbiik)
Mysql /4
Mysql Z54
Mysql % 14 4
Mysql i -]

(Webmail ) #iffs eI B E

IO KHEREL « BRIA 10
. ERIA 30 B
R B . BRA 600 AP
I KR E: B 10

10. iEPEH

g

FAIKE. 5121024 2048
HH: R

B (AL EZA S, W E (CN)
P

Wi

R

i

11. HRfAAR B HE

BORARR: B UODE BOBRG A
P4
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— &R RN B E

AR I IE RN SR GEN AT AT A

FTLARRAE . R N L AL PR A IR LA A, BTN
g

CIIYViv Iy acwosesurlssWIEIESeuniy WP

— B g

73 R BORMEAE M B A
AR E A AR, OB A

— kB RIFFRE

RSB SHHE

i F RBL 3245 B2 4% B Ay i)
RBL &bt (g 2Auht, w5 “” 490 )

Ja H RWL 84 A 4 $ A i)
RWL kgt Ciniifa Ak, nfHa5 “” 28 O

X HEIO 18k 44 54T 2 [n] DNS 2541
IIE HEIO 544 %k

RengE. B, Mk

W R4 1P Mk
W4

IEESER N

(M BOIP Hutik

(M Bo)HErY

A REE: Hig. Wk
IP His ik
44
LSt
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(M BOIP Hiudil:
(M B HE R,

SpamAssassinJx 13k 51 # 5 B

JA F SpamAssassin

B B E  CBRIAMER 8, /N TS T-FR - HERAE 8)

Flw W RS AR CRMMEN 12, /DN TEEE T FR A BOAME 12)
B B AF AL PR 5. postmaster@root

FOUEE QB Rk 3 R OUNTEEETEFRRA A0

W ZE E 3Tt http://www.ccert.edu.cn/spam/sa/Chinese_rules.cf

B R B BRI B

BSR4 7 212K
W5 Ay B3 s 1
WIZRD IEH A F
TR

ClamAV R R 55 | B E

Ja H ClamAvV

I BEMBAFALEEMK 5 :  postmaster@root

SRR A AT R bE:48 N ONFEEETRR RN E ST
TR MR E 5

6 15 E A5 B AT )b ik current.cvd.clamav.net

Jpi 13 3k database.clamav.net

AR EIIR

WoR KA WL TR, RAL HIL KE
MIER  HOBr X

—HSEE

HEBA:  RGEE IMAP POP3 SMTP AHiAbFEAR S BAAI R G B4 R 4E
WebMail POP3 Wt UF B ik JmEE

TrEEITE (AR 2 Y Y'Y Y-MM-DD HH:mm:SS)

AR 1B 1]
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HWRER P8R EE —BEE EEGR MilE R

| g

HiRg
N2
SR TN b4

— ARG &

VoRRG MR XEa. KA B
Aty

N S

TN S

—E M B

TEMHSERE — A o AEIZIEMHS T, mT LLAE B0 S B i 3R T
4

SEELIDEERT %14

sEELIDENEVRE it

M

— iR

W AE Sl MRk, o2, HUbESEEE . SCPRIAE R, Rl S e, LN
s R
R B IR

— BR R R -
I 25
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e

MKE

BT R SR
AMEAEES, TR E AN RIR2E 4
ZEANRE 1

BN L

ZEA R 2

BN 2

ZEAHRIE 3

HNE 3

(CEEIEE
S5
B
U AT

FRERE: HrE. MR, B

EEEMNBE

WatEE . SHERE

POPY 17

POP3 il 55 % Hiudil:

Uity ]

M P 4

e

RIEB: WORE BRRA RAEAE Do SR BB g wE e A
BRI AL: J5 I BS: POP3 AR 25 2% L ¥y s 1

ERikiy &
Ja A B Kk
B e B A
TRAT Bl AAEAS I AR
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EE|EIp-E
EL ISk E =
EE=AEa

F. Jindi®mail TheERBE

R EER ik, %18 PC B A[ . CPU, 256M LA Iy A7
REAR G PEREMIHS L
AT . Bk BT CFF
YHFIPN LR R G R

wHE, S faj oL, Al
7 F A2 ) 2\

i RS YR b

J 555 v 77995 5 A R

IS A2 Tk 0 B e 75 60 B A2 P9 2% 1 Bl fie b RF

ok B AR SCRFIE W Feik X XRF

Web Fif & #L I HE CFF

Web B 0] L5 fE e 73 125 RF

F P B2 72 XRF

T8 B R KB A AR R D XFE

A0 2RABL 1CQ 114 RIT IR 38 A5 AR CIprit 55K

Z 9 PR RF

BEE. MERS CIprin 752

S A2 A L3 % CIprin 7%
BRETE IR g XRF

S0 e 0] 5 Tl &S

B A4-3 F: QoS XRF

P Agnd i, Aghsie AR SRR
HEAF) ™ 4 CFF

R A4 A o e e A N &S

SCRF maps_rbl XRF

MBEESE Tl 2 HT JIAY CFF

RN T RAE NEEHEP IR CRF

AT LAFE Intranet Nig4T CFF

ATARYE 1P kb 5 i R XRF

X SMTP il 1) RSET PRl SR

A 1B A4 A CFF

B A2 4> &S
PO kB0 XRF

12471 2 Dy g Y
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AR AR, %

BESES £ Y

Al H e SCHRPE% el B&s;

M - 5 4K )y e KH lucence iR, SCHFAKRIIAE
FEfbik 548 T H XFE, ALk AT S
R UAELITHE CRE

AN[AIE A 5E HIAS [F] Web St R

A5 ML AR IR A 51 K Dy R B&s;

RS W EPIL 8 FF

SR LA I A CEF

CFF SSL sk i% CFF

SMTP H /' &4yl iiE &S

% DoS Hiti B&s;

AT ] B B ) P S R 2 1 1) 2 H CRF

ACITES) i ] R

AL root B AiEAT HF

RAK S5 S AFIK 5 55 5 FF

PR 1P Mk RN 1A CFF

SCREMI A P9 25 5 CRF

TR TS R

SR 7 B&s;

YA 2R IS Fsf CFF

77 WS A2 A R

(AP E o &S

B AR LBV E/TpUE L R D
JCIR W SHE Tl 5% 365 K
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