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® (smtp-auth)

®
@usa.com, spam@usa.com
4
IP
, ? IP, ; ;
, ?
RBL, bl.spamcop.net, sbl-xbl.spamhaus.org
. smtp ,DNS
, ? TP MAIL/FROM/RCPT/DATA RFC
Bayes
(Bayes) ,
5, ; 5, ? , SPAM*** ;
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* [1] Trend's InterScan VirusWall Virus scanner

* [2]Sophos's "sweep” virus scanner

* [3]H+BEDV's antivir scanner

* [4]Kaspersky's AVPLinux scanner

* [4]MacAfee's (NAI'S) virus scanner

* [5]Command's virus scanner

* [6] ~Secure Anti- Virus scanner

* [7]FProt Anti- Virus scanner

* [8]InocuL AN Anti-Virus scanner

* [9]Clam Antivirus - an Open Source antivirus scanner
* [10]RAV Antivirus

* [11]Centra Command's Vexira antivirus scanner
* [12]Sophie: Daemon front-end to Sophos Sweep
* [13] Trophie: Daemon front-end to Trend iscan
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1 HELO
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2. HELO
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2.
al
domain
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3.
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al@a.com a2@a.com
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500K
2.
25
480
16
SMTP

LOGIN PLAIN CRAM_MDS

863 903 23 www.mailer.com.cn

-25-



3.smtp

SMTP
SMTP

SMTP
SMTP

RCPT
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IMAP4 jdmail imap4 service ready
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: 3
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HA HA
Load Balance
benchmark
LMTP
Jindi®mail
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5 20 Clicks(PageView)
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N N/A 50(s) 225(s)

400
N N=10 N=50 N=100
N 10 1(s) 2(s) 3(s)
N*10
N 100 8(s) 21(s) 39(s)
N*100
N 500 46(s) 130(s) 206(s)
N*500
100 10 1000 7(s)
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1000 10 10000 457(s)
10000 1
POP3 v
SMTP v
POP3 v
SMTP v
v
NAS
4 PC Mail Server PROCOM NetForce 1500 NFS
D-link  100M
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192.168.1.77 CPU: Celeron 450, RAM 128M, HD: 30G IDE
192.168.1.110 CPU: Celeron 466, RAM 128M, HD: 20G IDE
Mail Server
192.168.1.27 CPU: Celeron 466, RAM 128M, HD: 20G IDE
192.168.1.99 CPU: PIIl 550, RAM 256M, HD: 50G SCSI
192.168.1.204 PROCOM NetForce 1500, SCSI-U80
e 18G*4, RAID 5
Malil Server 100000 10K
192.168.1.77 84% 1 1685 /
Malil 192.168.1.110 75% 1746 /
Server 192.168.1.27 79% 1898 /
192.168.1.99 65% 2324 /
NFS 192.168.1.204 48% 7653 /

1440

11020320
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Smtp Pop3 imap Webmail DNS:
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smtp 256

1000 smtp
Smtpl Smtp2 Pop3 Pop3 imap DNS:
MX 10 smtpl
MX 10 smtp2
Smtpl 10.1.1.1
Smtp2 10.1.1.2
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NFS P
Pop3 10.1.1.4
Imap 10.1.1.5
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DNS DNS smtp
NFS 10
1
(front-end) LDAP
NFS smtp pop
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socket
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+ windowsNT/2000/XP/2003

+ Redhat Linux7/8/9/FCL/FC2/FC3/ES3/AS3/ASA

* CPU2.4G/2G RAM/120G HDD
+ Mysqgl3.23

+ Web Apache

+ tomcat5.0.27
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smtp I[P 10.1.100
smtp ip: 202.10.1.1
IP IPDoS
Exchange2000 v4.0, smtp/pop3

IP; 172.18.70.100
QMAIL, virtual domain, IP: 60.99.70.100
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@YYY.com.cn

|
| |

a b c

1
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2
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A DMZ
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C DNS
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1 2 POLL
PUSH POP3 IMAP
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2 Exchange amtp

1
2
3
4
5
1 pop2 pop3 sdps imap apop kpop
2
1 3
4 smtp relay
1
2.
3.
4.
5.
6.
2 1. linux, solaris-x86, freebsd
3 CPU xeon2.4G
256M
80G
2
4 1 2
5 v4.0+
Exchange

1 Exchange2000
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Exchange

smtp
Exchange
1. Microsoft Exchange
2.
3.
4. SMTP
5.
6.
7.
“ Forward all mail through this connector to the
following smart hosts”
(FQDN) IP 1P
E
DNS MX “ Use DNS to route to each address space on
this connector” DNS MX
8.
a.
b. SMTP
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Exchange

C. SMTP

d. 1 100

C. SMTP

d. 1 100

SMTP ™

10. “ Allow messages to
be relayed to these domains”
11.

12.

Domino/notes+

notes/domino
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Domino/notes é

1
web Email ®
DNS Domino Mail Server,
POP3 web
2 ® DNS
3 ®
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LVS Eth1: 1P
HP-580G2 Eth0:192.168.0.254
SRS Eth0:192.168.0.4
Eth0 ethl heartbeat Eth0 ethl
TTY1 TTY1
1 2
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EthlgiELL 1P Etho:  IP Etho: IP Etho:  IP
— DELL DELL DELL

| | | |

EthO ethl heartbeat EthO ethl
TTY1 TTY1
1 2
Dell Dell
PowerEdge PowerEdge
2600 \ 2600

[

ISP

domainl.com domain2.com domain3.com
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863 903 23 www.mailer.com.cn -57-



g B~ W DN -

O© O0O~NO Ol A~ WN P

10
1
2
3 /
4
5
6
7

” [ E 7

“ ” 13 E!Y
E
web
50 500

SMSMMS

ansi-spam ,blanklist

863 903 23 www.mailer.com.cn

-58 -



1 SMS
2 MMS
3 SMS
4 MMS
5.
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7.

8.

9.
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11.
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MMS  dides GIF87a, GIF89,WBMP, Base line JPEG with
JFIF as the exchange format 256
MMS  dides us-ascii (IANA MIBEnum 3) utf-8 (IANA
MIBenum 100) utf-16 (IANA MIBenum 1000)with explicit Byte Order Mark (BOM)  1SO
8859-1.
AMR iMdody
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Email
1
2
3
4
smtp
HP
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LT

HE4iEE

FR&2E A B4l FE&-8E B Fif

(Hardware Requirements)
CPU P4 Xeon 1.8G
DDR 512MB ECC
(Network Card)
SCSI Host
( DzStor3000 )
(Dual Host Channel)

1.4 TB

Ultra 160 or 2
PowerPC
320MB/S ,

(Software Requirements)
UNIX, Windows NT
Rose HA,KeeperLife,Cluster

(Ultra 160, Fibre Channel)

Fibre Channel

DataBase Informix, Sybase, Oracle, SQL Server
Jindi?MailServer™  Jindi?WebMail™
Take Over
--SCSlI
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Server Server
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lotus/domino

relay & forward Mail

Mail
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Jindi® MailServer
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Jindi®MailServer

MailGate
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Inner Mail Server
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DNS
ii. MailGate,
DNS
iii.

Maill Gate

Mail2 Gate
Mail2 Gate

Maill Gate
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IDC
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smtp server smtp
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3 pop3 pop

imap
4 LDAP LDAP ReadFast

5 NFS

— www.mailer.com.cn

pop3,
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20

SMTP/POP3
2K *20 *10 =4Gbyte=40Ghit/86400(24
)=0.462Mbhit/0.6( )=0.77Mbit* 4( )=3.08M
WEB MAIL
2K * 20 * )*3 WEB
=1.2Gbyte=12Ghit/86400(24 *60 *60 )=0.139Mbit/0.6(
)=0.232M* 4( )=0.928M
10 Internet 3.08M+0.93M=4 M
20 Internet 8M
10 * 20 / 86400(24 *60 *60 )=23
40 2K 1
2
20 * 20 / 86400(24 *60 *60 )=46
40 2K 2 +

2Gx 2 RAM2G SCS 10K

2K

*60

*60

3/10
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Windows2000/xp/2003, Linux/Unix

ROSE HA
>
<> 1506
<> 10 *5M=488G 20%
488*20%=98G
<> 150G Raid5 366x 6
> 1
1
1
Userdata, Maildata
1 2
2
1 1 IP NetMask Gateway
2 DNS
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IP 25,110
4. 80
batch_proc.jsp 3 DNS MX
OA :
1 OA 1 SSO
2 SSO
OA
1
DNS MX
2
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1 WEBMAIL

1 LOGO CI
2
LOGO
1
2
1
2
c java webmail
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modem 3 modem
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25 POP3 SMTP
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Unified Messaging

ansi-spam ,blanklist

MMS Email
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MO1 1. :sendmail,

exchange
Mail Update & 2.
Migration
1.
MO2 2. smtp auth
3. SSL PGP
Mail Secure
4.
5.
1.
MO03 5
Mail Monitor

http://211.157.101.32/mailmon

MO4 1. Mail2SMS-
Mail Extend 2. Mail2Fax-
Plugin 3. Mail2Voice-
MO5

Clustered Mail
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1. 7*24
2. - 010-82356577
13601019694
3. SSH
MO6 4
. service@mailer.com.cn
Mail 5
Outsourcing ' . _ _
webmaillist-subscribe@mailer.com.
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6.
http://www.mailer.com.cn/bbs
MO7 DNS
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Mail logo
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M09
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